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The State of Generative Al in the Enterprise : Now decides next
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Deloitte.

Now decides next:
Insights from the leading
edge of generative Al adoption

Deloitte’s State of Generative Al in the Enterprise
Quarter one report

January 2024
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MITRE ATT & CK (Adversarial Tactics, Techniques, and Common Knowledge )
FERIBMRINET R R T HEBEEEmBFRNSEERE(\E - B
RIBBREHKBITRETFL  WoMEBELREEKPPERRA -
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TACTICS

Persistence

TECHNIQUES

Registry Run Keys

New Service

Applnit DLLs

#22023.12 H ATT&CK v14
TACTIC Eifg : 14
TECHNIQUE K Z#fl7 : Techniques: 201 (Sub-techniques: 424)

HEREIRERA RE— TR

{5 & (Reconnaissance)

&R 79 2% (Resource Development)

#JEB7ZEY ( Initial access )

#4T ( Execution )

S4B M ( Persistence )

REPRIEF ( Privilege escalation )

FhE#H%* ( Defense evasion )

5 2B ( Credential access )

<2 ( Discovery )

f=[a)7% &) ( Lateral movement )

£ ( Collection )

5B B H ( Command & control )

B (Exfiltration )

EZ (Impact )
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Feb 23 - [Pangulab) Bvp47:Top-tier Backdoor of US NSA Equation Group | @l

Feb 23 - [Mandiant] (Ex)Change of Pace: UNC2596 Observed Leveraging Vulnerabilities to Deploy Cuba
Ransomware | [l

Feb 15 - [Dell] ShadowPad Malware Analysis | [l

Feb 03 - [Symantec] Antlion: Chinese APT Uses Custom Backdoor to Target Financial Institutions in Taiwan |

Feb 01 - [Cybereason] PowerLess Trojan: Iranian APT Phosphorus Adds New PowerShell Backdoor for Espionage |

|
Jan 31 - [CISCO) Iranian APT MuddyWater targets Turkish users via malicious PDFs, executables | ]

Jan 31 - [Symantec] Shuckworm Continues Cyber-Espionage Attacks Against Ukraine | ]

Jan 27 - [MalwareBytes] North Korea's Lazarus APT leverages Windows Update client, GitHub in latest campaign |
a

Jan 27 - [Crowdstrike] Early Bird Catches the Wormhole: Observations from the StellarParticle Campaign | @l

Jan 25 - [Trellix] Prime Minister’s Office Compromised: Details of Recent Espionage Campaign | ]

Jan 20 - [Kaspersky] MoonBounce: the dark side of UEFI firmware | [l

Jan 17 - [Trend Micro] Earth Lusca Employs Sophisticated Infrastructure, Varied Tools and Techniques | ]

Jan 07 - [MalwareBytes) Patchwork APT caught in its own web | [l

Jan 05 - [Sygnia] ELEPHANT BEETLE: UNCOVERING AN ORGANIZED FINANCIAL-THEFT OPERATION | ]

Jan 03 - [Cluster25] North Korean Group "KONNI" Targets The Russian Diplomatic Sector With New Versions Of
Malware Implants | i}

Glabal Intelligence

Threat Activity Trends

Threst acmty by coegary
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Carbanak

APT32

APT-C-36

TA505

FIN7
Group
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Lazarus
Group

APT38

Cobalt
Group

Winnti
Group
(APT41)

APT28

EEBEZEAA - 2016 FE & MNP RIER

1T #18,00088E 7T * 2017 FKENE
BIEEEEBNIKNFEAR - EMKE KK
ZRIBIT (KINAWE)

b@EEMRAS  2007F10BFHEE
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P\CUS

T1003 - OS Credential
Dumping

T1486 - Data Encrypted for
Impact

T1047 - Windows
Management Instrumentation

T1055 - Process Injection

T1218.011 - System Binary
Proxy Execution: Rundll32

T1021 - Remote Services

T1047 - Windows
Management Instrumentation

T1055 - Process Injection

Service Execution

T1497 -
Wirtualization/Sandbox
Evasion

T1018 - Remote System
Discovery

T1003.001 - OS5 Credential
Dumping: LSASS Memory

T1569.002 - System Services:

The Top Ten MITRE ATT&CK Technigues (picussecurity.com)

"I= g?nﬁ‘e';“‘ MANDIANT
MIRE v, | Detonse

T1047 - Windows
Management Instrumantation

T1071 - Application Layer
Protocol

T1574 - Hijack Execution Flow

T1070 - Indicator Remaoval

T1543 - Create or Modify
System Process

T1562 - Impair Defenses T1083 - File and Directory

Discovery

T1055 - Process Injection T1140 - Deobfuscate/Decode

Files or Information

T1021 - Remote Services

T1021 - Remote Services

T1003 - OS Credential
Dumping

T1543 - Create or Modify
System Process
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Gartner - Predicts 2023: Zero Trust Moves Past Marketing Hype Into Reality

2025 2026 2027
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k238 50% BYRYAH 48

AESMER AR 50% || weaius P = S ERA ]
@?ﬁ%ﬁﬁ EERBEN 2L R
" BT IR

S EEFTERREEE - 2ERERRSMEIEAE

* BRIE ¢ https://www.gartner.com/document/4021946
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No Strategy Crown jewel data Asset Inventory Only Zero Trust products

CxO Support
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EETERERS RE-

AL EIEAREKINEENZEEZ2ES  GEHBREZEY -

BREBZZHFRFR (NICS)
DIEERBRBSENISTEEERE - LERPIFEZE S I (Resource
Portal-Based Deployment) &t - ZFLEANRKSIZ 2B 5 A - &%
1% 85 Bl RS A 3 B 3 R AZ O

Department of Defense (DoD)
- ZTATKX#H : DUERZE - &fF - FRAEXETIFAS - B - &K -
B#{CEHRA - AR R TTAZRIFREETEAER

- HRE3IMRE  KVTXHEERRE - 2 HEE(Target) - HIREAEPE
(Target & Advanced)E2ERE (Advanced) 3P&Es

Cybersecurity and Infrastructure Security Agency (CISA)

- ZTASKX# : DB - &fs - A% - BRENETFESH - BR5SK
SHFREEEEAER  BECERGR - JRERITELRER
BX G

- BERAE 3MRER . IO MHEEBRE - 2 B/EF(Traditional) ~ &
(Advanced)E3{&8{E(Optimal) 3P&Ez



Next Steps | How to start this journey

REBERFNER  SELREREDZ
BEEARELSNE AR BRI

4

aay
we ore "
(e
A& W“errkshop BuUE%
Stage 0.A Stage 0.B

> IEINZT R - B

A ETEAT

> 7T pAVE B RS
> IESNEIAEBRIMERHE
BT 2T LR ERIS1E > A IRR TR B AR S

Main outputs

HEREIRERA RE— TR

» FX1I ZT TaskforceE,PMO

28 S RIEES

)

HIE RS - BERAZEE

Stage 1

> 7T FR= ~ BIEmRANE

BRA

> 7T ZRIBHIE

> EEAREFEERIRAR

B hE/ I E

B REAERG

Al = ER AR 48

A =

Stage 2 Stage 3

> EEEHE > HEEIMRER
> ZTRFAIZRE

> 7T RNIREER
> RUEDELE

> RITRE

> HEEEEER
> SRR R M ELR

AR EE

22



& ZFMEE1ERES



ERZEHRENEYHRE

........
L] -
] L™

Pre-Incident o Y g
Proactively drive earlier detection N Y . s Proactive :
| :.Preparedness-,: Assurance : : Detection :
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: ¢ CyberIncident ; : o)
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¢ stabilization Crisis : :.,lncident =
I ’ : and Resilience: : Management I Management
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“ Everyone has a plan... ... ‘till they get punched in the mouth.”

Mike Tyson
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