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% K BB S0 ( hash function algorithm ) A9

« BEEZ5EZKE] ( hash function ) ? PREBEE Z K B2 — 1B S MBI SRRV S -
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EREMNEL - W 2S " FE(E (hashvalue ) s -
« MERRBRIRE

input_1 input_2
. EEEK EEEK
« I A—1 - Wi —EAHE - BENTEE ERIES ABARS A BHE B coc B
EE ST M+ =EIE BHST . BESE S+BRIE BHS .
- MHEERE - (W : SHA 2565 % K 85 4 X l |

hash_function(input_1) =0986235117 hash_function(input_2) = 1237865432

=E256I7T \ /
424 % 0986235117 # 1237865432
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HRfE e SHA-18E =R T
ZZEmEAEP

« NIST E71 2030 F£Ex=E
FH SHA-1 Z2& A0
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« SHA-1 B =EBFEH
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« SHA-1 FH NIST iR 1995 FE&85T - AAREIIZEE - SSL/TLS /&&FE

« FERE : HTTPS * Git * BIfi/REE (X.509 ) ~ RIGFRE -
s Eﬁ,f—tﬁ/\aﬁ——k““/ /%E ! Eﬁlﬂgﬁ%j(@ﬁﬁ

* SHA-1 V&L ZHEH

 HIHEHKIEE ( Collision Attack ) EHFFBE
e 2017 % : Google B3 cWI it 55T 28 % SHA-1 SHAttered I 28 -
o WEMAK (2020 FfHE ) : 945 8FF70 - AKBER -
- & BEXHURESEHEEMEE  WETEM -

A\ TEB T EE ( Chosen-Prefix Collision Attack )
¢ 2019 FHIRERIYE - O EFEASRISHIE -
o E ST - HTTPS &R ~ B FRELZURE -

2025/2/13 Copyright of Oliver Lien

Ne —ras
=g

46




lA

TR{S N EE v.8. fljE I 22

:SHA-1 =

}HATTERED ATTACK

== SHA-1

SHATTERED AC
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SAME_HASH-VULU

SAME_HASH-VAL

‘‘‘‘‘‘

-SAME_HASH-VALUE

FE{SRIZZE ( Preimage Attack ) fili $EE T 22 ( CoII|S|on Attack )
=L RS R AEA BRI R0
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Chrome * Firefox * Edge @Bz E £ MH (FH SHA-1 /&&E -
- Google Chrome : B 2017 & 1 A #17HJ Chrome 56 Wi AEE - F1E71& SHA-1 /RiE -

Mozilla Firefox : B 2017 £ 1 B #1789 Firefox 51 R AKiE - FIE 12 SHA-1 &/:E -

Microsoft Edge : B 2017 £ 2 H 14 H € - {1318 SHA-1 /&’:E -

Internet Explorer 11 : B 2017 £ 2 B 14 H & - 1L SHA-1 /&:E -

- Apple Safari : B 2017 &F #£ - £l SHA-1 &R:E -

« Opera: B 2017 fF &€ - F1E3E SHA-1 /&3E -

AT e EMEERE

£ SHA-1 &7 iz SHA-1 ZZ=8mRAess - EHEEME (FSC) &
re - OJBEMRIRLES - BB - AR T TR S R R AR AE
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1995 % 2001 (2001)
160-bit 224, 256, 384, 512-bit 256-bit
[ E R e BRIED B WK E BRIZESHBEWNINE
2017 &£ SHAttered WE R IN AR B EER B INZEA EARBERAMINZESR
2019 F£E KIS BRIECSH I EE BRIECD AR I EE
HTTPS ( &2/8K ) - Git- EHTTPS - @i - £fl - 2 &I (LIS ) - 5%
Viskr) EERE =R EE
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SHA KREAZMEZREEE - BEEEPHNSREERE (90 RSA * ECDSA ) »*hHARSE N EE -
Hit - TERETHBRER  BEEEZE SHABZEE -

HTTPS ~ SSL/TLS -

SHA-256 / SHA-384 2048-bit | _+

U=
ECDSA ( #5[E 4 2= )SHA-256 / SHA-384  256-bit [} S8 B Bss
AES ( HIEMZ ) SHA-256 / SHA-384  128-bit / 256-bit BRI

HMAC ( %% 2885515 SHA-256 / SHA-512 N/A ( ER#ERE) APl £igE

Ei|REH SHA # Z2RENEEC
« RSA-2048 : BEEAC SHA-256 KRIERELHNNZEMH -
+ RSA-3072 : AR SHA-384 gj, SHA-512 -
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- ECC-384 : BB SHA-384 -
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1. OWASP
@ https://owasp.org/www-project-web-security-testing-guide/latest/4-Web Application Security Testing/09-
Testing for Weak Cryptography/04-Testing for Weak Encryption
@ https://mas.owasp.org/MASTG/General/0x04g-Testing-Cryptography/#identifying-insecure-andor-deprecated-cryptographic-algorithms
2. NIST
® NIST SP 800-131A Rev. 2 : Transitioning the Use of Cryptographic Algorithms and Key Lengths,
https://csrc.nist.gov/pubs/sp/800/131/a/r2/final
@ NIST1 *SﬁFé 800-57 Part 1 Rev. 5 : Recommendation for Key Management: Part 1 — General, https://csrc.nist.gov/pubs/sp/800/57/ptl/r5/final
3. NIST 20301F A:

@ https://www.nist.gov/news-events/news/2022/12/nist-retires-sha-1-cryptographic-algorithm
4. RITAETEHXML

@ https://fca.hinet.net/download/FUCA XML %?20v1.2.pdf
5. BFIRITEBLIEFREEE:

@ https://www.ba.org.tw/FileDownload/Download?Fileld=5ede5db7-e60b-4748-b6cc-
bd5bd9d4dbcb&FileName=%E9%99%84%E4%BB%B61 %E9%87%91%E8%9E%8DY%E6%A9%9IF%E6Y%A7%8B%E8Y%BEY%AGY%E7%9
0%86%E9%9B%BB%E5%AD%90%E9%8A%80%E8%A1%8CY%E6%A5%ADYES%8B%99%ES5%AEY%89%ES5%85%A8%E6%SEYA7%E
T%AE%AL1Y%E4%BD%9CUEG6%A5%AD%ES%9FY%BAY%EG6%BA%96.pdf

6. BIXEBRLZETMRELRREZAIER:

® https://download.nics.nat.gov.tw/UploadFile/attachfilehandout/%E8%AD%B0%E9%A1%8C%E4%B8%89%EF%BC%9A112%E5%B9%B4
%E7%B6%B2%E8%B7%AF%E6%94%BBY%E9%98%B2%E6%BC%94%E7%B7%B4%E6%9A%A8%E8%B3%87%ES5%AE%89%E6%AA
%A2%E6%B8%ACY%E9%87%8D%E8%A6%81%E7%99%BCUE7%8F%BEY%E4%BA%8B%E9%A0%85 v0.7 1121030.pdf

7. CA/Browser Forum

@ https://cabforum.org/2014/10/16/ballot-118-sha-1-sunset-passed/

o ®Ahttp§< :/lwww.chromium.org/Home/chromium-security/education/tls/sha-1/
8. BAANRR
@® https://moica.nat.gov.tw/news in 144c0560f9c00000a52e.html
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