i 32 P Bl E A

EBE=FRAERR

TWCA RIS :Z B IR BB

TWCA =) TWID

= = 8 ] 3R 8 o 5 53 58 Bl O




WHAT

(B EFEN 7



= 2—1EYIBEIE

FTEARMAMSER (WEF T RTF)

=72/ (Superposition) FEIRZ0XZE 1
O - BIERNYIERNEEE-—RBERE (S EIREAE EFRE0DIER—RKEEB AR

AOARRE -

=1 4U42 (Entanglement) AEZREFEFEFBE—IC

L) o MERZSENFIHEFREEEERNE T NBIRR - E15— BN FRYAER 1L BN 5 — (B
@dd TRUIRREMEE - B ZENERE = -

:OZ'E/I ' . ‘ ‘ . H B L CopynghtofTWCA A . .A‘. ™~




S8 = A,
EELEE i

RRHFBERD ? #wﬂg:,.

Double Slot Experiment
With One or Both

WA AT Aether Bubbles and Threads explain Wave, Particle Duality Wi Ume Bty

Detectors Turned Off
(e Rt Maaetie watsi) Wave patterns Particle patterns (Just like when we used bullets)
through Aether through Aether [l "™
Bubbles Threads

l’

Qloelectr
jetectors &

forms around

@ . g
‘ B 1 ' Magnetic field
Aether Thread

] \ Photoelectric

Light e -

Photon Detector

ZE =B - ER AE : ARl - SeENT

2026/5/7 Copyright of TWCA 4

 —




EFEHRETEA

CRQC ( Cryptanalytically Relevant Quantum Computer )
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Y2Q Clock

Y2Q.0RG COUNTDOWN CLOCK
1710 0 41 38
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PQC: Post-Quantum Cryptography
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« 20227 9H - 2027 1H1H
- EBE|BEZE (NSA) 8% CNSA 2.0 ( BHA - FIBBRZEZBIFIRIEAESZIE CNSA 2.0
BXZEZEFEEHE_IR) (BET) -
. 20244 8H « 2030%F12H31H
. NIST EX A =18 PQC 122 (FIPS « ZHEZH (Deprecation) A& CNSA 2.0 9
203:ML-KEM EFAEES RN, FIPS @E%( U1:RSA 2048) o
204:ML-DSA #EAZZ, FIPS 205:SLH-DSA - EEEA (W RSA) mufER - BEEAHEZR
) AR ARGFERS = -
. 2025 4 45 * 2032%
. HESUIMAA S FIBIRISE| . TSk tpERgE « HR2032F & AT LR R FBFERAFTSICNSA
#% B 7 EHQA 2 OHyEELE
. 2025 E 7 B * 20358

- ZHEZEHA (Disabling) EAES A (W1:RSA,
ECCE) - IRARA# W ATHRERIEK -

- EEGHE PQC K£E/NA
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NIST £ 2024/8/13 i ¥ =18 PQC /E&E A 12

HE IS/ B

FIPS 203 ?glr_é\}fiilljﬂsly CRYSTALS-Kyber) iR EJ8E ( Key-Encapsulation )

FIPS 204 ?:I)Ir_(;\[/)iiuAsly CRYSTALS-Dilithium) S &=

FIPS 205 el e GO S

FIPS 206 (FE7E) el s

HQC ( 2025 #7138 ) Hamming Quasi-Cyclic &I 4 ( Key-Encapsulation ) - &1
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CNSA 2.GEEEZEK

General Purpose Algorithms

Algorithm Specification

Algorithm for

computing a
Secure Hash condensed FIPS PUB 180-4
Algorithm (SHA) _

representation of

iInformation
Advanced Encrvbtion Symmetric block cipher

yP for information FIPS PUB 197

Standard (AES) _

protection

ML-KEM (previously Asymmetric algorithm
CRYSTALS-Kyber) for key establishment

Asymmetric algorithm

for digital signatures in

any use case, including FIPS PUB 204
signing firmware and

software

FIPS PUB 203

ML-DSA (previously
CRYSTALS-Dilithium)
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FLIT

Use SHA-384 or SHA-
512 for all classification % % &)
levels.

Use 256-bit keys for all YIS
classification levels.

ML-KEM-1024 for all ~ ERmzIE

classification levels. KB INE
ML-DSA-87 for all 3F¥§$%7Ju%‘%
classification levels. NEEE
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« EPFEIEE (Side-channel Attacks) -

QKD BRI EEYIER 14 (U0 SRS -

E

ARG E
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ﬁﬁﬂ‘] @

b ﬁ%iﬁalll
. QKD BEMAKS

BB R FE T B8 (DoS) A2 =ik )

| - =S8

- AFEXBPERSRA - WHLNEEPEOBLFE o - BENZLNSEDE -
5 {7 kg (38 B A 5l

MRWEBEEERHEP—HE
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- QKD ABEREBEEEBIN R  FMREBEESNEMNERE -
TP A E (Man-in-the-Middle Attack) -
fﬁﬁlﬁ AL - QKD A BZ2MRBEERN S MDERERS (UL RERRKMTELZER ) -
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CA/Browser Forun¥f{& & FRIER

IZ%1§E¥ EEN SR E LS 1812 + B CA/Browser LT ihETE iBIE }g*z

aRRE

lovement & Evolution)

Eli)

7 (Destination):

|
1
I
|

B (Migration)

28 (Transition)
%EF (PQC)

85 R7& (Composite Certificate) : e
SR (Hybrid Certicate) v B xsoe misEane L
- EARIN%Z (Nested/Wrapper) PQC ER AN IR

. BTEM NEHER B AEEEEREE S~ D Re R A ()

. TLS 13 : SME PQC WS MER:E gzt A EEEWICKHSME | R
e ope: R ) ﬂ%‘”'
- hRZ17E (Negotiation) v

=8 CA/B Forum 2026/3

2026/5/7 Copyright of TWCA

—




= RHIBEEE
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—EREBE [ B] ’ mgaE
H:v'} 51% 1% Ié\% X.509 Certificate /" ggf‘g?; (Traditional)
X PQ'_C T > J / (Traditional) *@z:
NERE R L”
Y \ 4
! o (2EEBERE) o
{S4RBREERLIN PQC EEEERLIN
3. EiAIN%% (Nested/Wrapper) 4. KA1 (Negotiation/Fallback)
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A X 509 BEUEIR B85 IU/S6E ;

X.509 certificate Figure 2 Hybrid certificates: X.509 certificate extension

 tbsCertificate

: X.509 certificate
\ | issuer: CN=ACME CA,OU=.." |

tbsCertificate <binary data>
issuer: CN=ACME CA, OU=...
subject: CN=Joe User, OU=... )
signatureAg: RSA-4096-SHA56 | altPublicKey: SPHINCS+
publicKey: RSA-2048 /‘\L altSignatureAlg: sphincs-sha256

. <binary data> ( :/V{ altSignatureValue: <binary data>
v3 Extensions
« BasicConstraints
- KeyUsage

publicKey: XSA 4096-SHA256

|| subject: CN=Joe User, OU=.." |

publicKey: REA-4095-SHA256
<binary data=

Non-critical v3 extensions
|

v3 Extensions: \
- BasicCanslrainls \
- KeyUsage

J

| signaturaAlg: RSA-4006-8HADS |

’ signaturaValue: <binary dala=

2R TR

- EHEBZZBET PQC - TEUEE
- BIEZEHERERERFRE) -« BREELAEME (WERKZE)

- EHEEE - BEEHMES (9JEER CLM LIREIEE)

BRI EE: https://securityboulevard.com/2024/07/preparing-for-the-quantum-leap-with-
hybrid-certificates/?utm source=chatgpt.com, #8EY H H#8:2025/4/22
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2 1& PQCHYE S8 hik A

SZRRIMANZZHERRAE - SKRASEE PQC RUAMK

e Default for Chrome 131+ )
* Default for Edge 131+ )
e Default for Safari 26+
4 « System-wide support in i0S 26, macOS Tahoe 26, and other Apple operating systems

Mo Lo =n —
\ * Firefox 132+

Chrome 131+

Edge 131+

S A EARNMEFERIE
Safari 26 2 &= T 2% o
Il - OIL‘ ‘

ERlWE: https://developers.cloudflare.com/ssl/post-quantum- cryptography/pqc support/ updated at 2025/10/28
r— :



https://www.google.com/chrome/
https://www.apple.com/safari/
https://support.apple.com/122756
https://microsoft.com/edge/
https://developers.cloudflare.com/ssl/post-quantum-cryptography/pqc-support/

JOSE X FIDO HE=FHERIER .

™
* JOSE (JSON Object Signing "
and Encryption) Framework 1 o
I ALLIANCE
e Y Ro0aF1PuRTANE

@ "Addressing FIDO Alliance’s Technologies |
-- in Post Quantum World”

FIDO HEIE AR PQC At -
‘] O S E E/J ﬁ E E 1% P Q C : l" ;-’ iiﬁjr?iikoﬁr;:lclzggin;ﬁt;mnnnibpcajpcglclefindmkaj/https://fidoalliance.orglwp-

content/uploads/2024/04/FIDO-BTC-White-Paper_FIDO-Alliance-and-Post-Quantum-

15 IETF EII *E *T E1 H , ¢ Cryptography.pdf,2024/1




E R E: https:/iwww.ndss-symposium.org/ndss-paper/post-quantum-authentication-in-tls-1-3-a-

mzE=EE

PQCERMEEEX/NAVIR(L

performance-study/, 2025/7/9 #EEX 1E& 2238
B4 S

B 7 Eh

Classical PQ Security
Security Level Level

Public Key Size
(Bytes)

Private Key Size
(Bytes)

Signhature Size

Algorithm (Bytes)

=5

RSA 2048 256 (E(2) 256 (B2 256 (modulus) 112 bits ~0 bits
RSA 3072 384 (B1E2 384 (21&2) 384 (modulus) 128 bits ~0 bits
RSA 4096 512 (B2 512 (812 512 (modulus) 152 bits ~0 bits
ECDSA P-256 33 (B2%§) 32 (scalar) 64 128 bits ~0 bits
ECDSA P-384 49 (B 48) 48 (scalar) 96 192 bits ~0 bits
ECDSA P-521 67 (B248) 66 (scalar) 132 256 bits ~0 bits
Dilithium Il 1184 2800 2044 100 bits 91 bits
Dilithium 1V 1760 3856 3366 174 bits 158 bits
.= —| Falcon 512 897 1281 690 114 bits 103 bits
B=1
Falcon 1024 1793 2305 1330 230 bits 230 bits
SPHINCS+
SHA256-128f- 32 64 16976 128 bits 64 bits
simple
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https://www.ndss-symposium.org/ndss-paper/post-quantum-authentication-in-tls-1-3-a-performance-study/

NIST PQEEE(LBIEFIENEZEER
Cat2 & 4 BB - BARE A -
HEHBR2RE S EEGLBER

P 7] :-—‘-/é»h: |
ECC P-256 (~128-bit) / MRBABERELDESA

TLEERKAE AES-128 - &
RSA'3072 }Eﬁﬁﬁz? o

t

Category 1 (Cat 1) =AES-128 WZ @&

BEREESZEF

ECC P-384 (~192-bit) /

- NZA ST = = Z BHE =X
Category 3 (Cat 3) =AES-192 WZZ8E RSA.7680 2 /( WNRHIRE - TRl
AN B
. ReLEER - HEER
Category 5 (Cat5) =AES-256 L2 RE ECC P-521 (~256-bit) / RESEKER (E5 - E
RSA-15360 = A 9%
xZ=Fx - CA *El(/’n‘_. g
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RZEY SREE - SRS BE (P0) —IBIAAPQCHE] FXML,EDILRETE
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BB 17 55 SERBEERNASEMITS Bk (P0) —IBIAAAPQCHZ] £/t Fast ID
5o 55
REIRGFEMNENSEN Y Fxﬁzi(sﬁut)ﬁz = (P1) EFIRE
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APIEAZE — T HoMEEEREAPIEERE S (P1)
&
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W18
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AL FE
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ZEERARIESEANRBHER

+ REEPL MRS REEN RS EE A E TR HUB - MRMEEEES
- Shaneg BEHE (L, L2, 13) - AREETEBHOB—HEE -

2026/5/7 Copyright of TWCA

30




RIEEEYTBER exegepocEstZEEzRNE - BTD)
THEEE . HHZEEE ZNRISESER -

TE 1K 2 48/ AR #5

JIIEE

2026/5/7

ZEFREET KNS HEAR -
ERZE M ZREG S -

LW | LINERE 2 MBEH,3.59 BB ARSHER S5 IHHE 6.2XE
LES )V RE

HEHENERIREEE | FHAEMBLE  BROicaZ PKIZENS -
EREEAZRE(UITE)

ER)EBRANBHESIA
ZAMARBEREEABRE RIS KEIKBEREMZRFE -
ZARARBEERRERABAREPIS M KERE M -

BN R RIARISHFER or MNZRFR BRI/ BRI ER
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BB T/E e fE
E I H & :Quantum Safe Financial Forum (QSFF),2026
B E D8
MT L1 MT L2 MT L3

High (3)
_ QRL3
= RHEIFHZ
% 212 Medium (4) Medium (5) High (3)
e Q e V2 R 5 BRI R I RS
AN
7J Low (6) Low (6) Low (6)
2] QRL1 B e B e B e

- FE BRER K ETEHE WESEZS  ATEE=FB%E
=fREE=-nEZ2=2 ( EnRFEREE + ERBEE + BRIEZE )
- BREEB =x52= ( 0 AM + ITAARERE + 9hNEREMS )
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D
“,“

IR {E1ETR = EfRHMAFRE + EREUKE + RiRE]

Mt

= T EMEZEFR = ROUND (SUM OF Quantum Risk Factors Score/ 3)

[ Bz Bl

ERHMRFRE
(SHELF LIFE)

BRI E
(SEVERITY)

BRZE
(EXPOSURE)

2026/5/7

HESR (SR B RERES)

L1 = <2%F (short-term)

L2 = 2~5% (medium-term)

L3 = >5%F (long-term)

L1 = &€/ (ERRBETE )
12 = EFREE

L3 = ErE = E P

L1 = BERMERR BB EEE M H
L2 = BERFIERRESENSE =7
L3 = BRI SAROIFE - Sik5 M8
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BRISESE(CIER = TR + PITRAERE + IR kR

BRRERET HEZR (FREE FZRBREEER)
- L1=HAIESOH - et 1 FRHEH
- L2=FE5FTR 1 2 3 FAHKD
- L3=AMEE  3FE 3 FEUL
- L1=BRHBEE (BAU) W—&n - EFETMRA -

RIS ol
(Solution Availability)

SR NS ST . ZHENREESE -
(Execution Cost and Time) e = FE2EXN BEAEERSSEBANTR (HI - YmibEE R

HUBERS SR ) -
+ L1 = KFEME - SERSRERBEZHRA -
« L2=1Kk¥EF =77 - HEEAELRE ( Roadmap ) BBfER 1 £ 3 F -
« L3=1K#EF=77 - BEHBAREZEEARESNT 3 FLUL -

MM RERZ S

(External Dependencies)




B BLIEFEME
E#H & :Quantum Safe Financial Forum (QSFF),2026 $§ H__]' FE% %ﬁz
MT L1 MT L2 MT L3

High (3)

g R AT FERE EERE

}% Medium (4) Medium (5) High (3)

o o 0| BRfeEmmE BRI I RERE

X

/] Low (6) Low (6) Low (6)

# QRL1 % 12 % 52 %5 22

- BBk (EE):
SRR T ZEA BIETT
SR+ AR TIEA THAR S
BRHMNERFEGRNSERE D EEA REAKS -
E5‘5( &) :
4. BB ‘“$x%EE’\JEP}§L|3M T%/\EI**”LE’J%%FTE HEE -
5. BARIRPE - BETER  DURERENERRE
- BBk (#E) .
6. BEMRERZES  oJFERRENRFIRMNEITE - IFFZKEHEE -

2026/5/7 Copyright of TWCA

AwNP

35




| SRISIBEE T EBEER

2027 ~ 2029
AN B R
PoC &3 ~ RERIUVAIE ~ TLS
13 ERAE °
2025 ~ 2026
ERERE

EEBE - B CBOM-BEH
EFHRZE AES-256 ©

2029 ~ 2032
BxiEn

=EBARZEA PQC ~ MiTimE!
imST R Al o
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EEEREFEBINE
BERNRSZEETRESEBER  ERANTFREETLEALERE -

BEER ST IE
FEIRIBINEERREL T A
BEREETON TLS ImRh EAR 5 PKI/CLM/KMS/HSM -
. #E1I CBOM =2 E&RKE -
K EFRE 2025-2026 , REEIHEREEEESIBEREBXXHEN -
SEIHIG 22 B B R AR E E B -
ZELRAVAERE ZE2ELEMRSHNESA(W:3DESH#K 4 AES 256 + SHA 184
SHA?2) -
2 E O] IR EITPOC / B -
AEUESETU (Hybrid Mode ) - REEE RS IEELIFFEYEEEE -
IR TLS 1.3 ZEXU S ERBBEL -

T 2027-2029 " ) pre(mEEELES WIAE -
SRR IR E 4R -
RS IR AED
KT ERTH NN TEED - BRTEIEE - RS BRREESNS

BsEL (SARSHER) 20292032 @ HEENEENZED -
9, PQC ES A UKIMBNE ; FHAE ERTTH X
| BAZHGTEARBERERAS -
R el
S A e 20322035 ST TV YR ATE R REN NS HEE
2 178 A (LAOE B R R BB (T A R -
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EmiEERE FREOLKHMD

BIRIBE (Now~2030)  MESHRAE (2030~2035)

1. BAEZE
e TLS1.3 * PQC iREin &2

@ o 2EKIBELR
Y <> o BAXSMITH (e.g., X25519MLKEMT68)

4058 - AP $31%  IERAKERIE

¥ 11 ) AES-256
HWmERT

i) FEHEBEE

(L) AuEnE -
HRTFEERE

5. %8 &FEiE

IC
T S>> (s
TTETD) HRHRER PQC BR
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