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PORT  STATE SERVICE REASON
443/tcp open |https | syn-ack

| ohomeciphers: | SAMRETLSL  EBR

| [TLSv1.1:
ciphers:
TUS_ECOHE_ECOSA_WITH_AES_128_(BC_SHA (secp256rl) - A
TLS_ECDHE_ECDSA_WITH_AES_256_(BC_SHA (secp256r1) - A
TLS_ECOHE_RSA_WITH_AES_128_CBC_SHA (secp256r1) - A
TLS_ECOHE_RSA_WITH_AES_256_CBC_SHA (Se(pZSGI‘l) - A
flS RSA_WITH_AES_128_(BC_SHA (rsa 2048) -

TLSv1.2:
ciphers:
TLS_ECOHE_ECDSA_WITH_AES_128_GCM_SHA256 (secp256rl) - A
TLS_ECOHE_ECDSA_WITH_AES_256_GCM_SHA384 (secpZSérl) - A
TLS_ECOHE_ECDSA_WITH_AES_128_(BC_SHA (secp256rl) -
TLS_ECOHE_ECOSA_WITH_AES_256_CBC_SHA (secp256r1) -
TLS_ECOHE_RSA_WITH_AES_128_GCM_SHA256 (secp256rl) -
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (se<9256r1)
TLS_ECOHE_RSA_WITH A!S 128_(BC_SHA (secp256rl) -
TLS_ECOHE_RSA_WITH_AES_256_CBC_SHA (seszSerl)
TLS_RSA | ulTu AES_128_GCM_SHA256 (rsa 2048) -
TLS_RSA_WITH_AES_256_G(M_SHA384 (rsa 2048)
TLS_RSA_WITH_AES_128_CBC_SHA (rsa 2048) -
TLS_RSA_WITH_AES_256_CBC_SHA (rsa 2048) -
| u sew
TLS_ECDHE_RSA | NHH BD(S £0E (B( $HA (setplsﬁrl)
TLS_RSA_WITH_3DES_EDE_CBC_SHA (rsa 2048) -
TLS_ECDHE, E(DSA hITH RC4_] 128 SHA (secp256r1)
TLS_ECDHE_RSA_WITH_RC4_128_SHA (secpZS&rl)
TLS_RSA_WITH_RC4_128_SHA (rsa 2048) -
TLS_RSA_HITH_R(A_IZB_H)S (rsa 2048) -

|
|
|
|
|
I
| TLS_E(DHE E(DsA hIYH BDES EDE_CBC_SHA (se:pZSGI‘I)
| TLS_ECOHE_RSA_WITH_3DES_EDE_CBC_SHA (se(pZSGrl)
| TLS_RSA_WITH_3DES_EDE_CBC_SHA (rsa 2048) -
| TLS_ECOHE_ECDSA_WITH_RC4_128_SHA (se(plS6rl) .
| TLS_ECOHE_RSA_WITH_RC4_128_SHA (secp256r1) - c
| TUS_RSA_WITH_RC4_128_SHA (rsa 2048) - C
| LTLS RSA WITH RC4 128 M

| compressors:

| NULL

| cipher preference: server

| warnings: {EA T 3DES - RCAR

I 64-bit block cipher 3DES vulnerab Mnsggﬁi Eg'&
|

|

Broken cipher RC4 is deprecated

hULL
cipher preference: server
warnings:
1 64-bit block cipher 3DES vulnerable to SWEET32 attack
| Broken cipher RC4 is deprecated by RFC 7465
| Ciphersuite uses MDS for message integrity
| least strength: C

Ciphersuite uses MD5 for nessage integrity
Weak certificate signature: SHA1
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<connectionstrings>
<add
name="NorthwindConnectionstring”

connectionString="Data Source=serveriame;Initial =£7 ) I_\ 21 = Lz el
Catalog=Northwind;Persist Security Info=True;User () E }% /ffa\ ”ﬁ '% %U % E HQ ZE EE $ HE' f? JJZIS 7\3-/\5 1/.E§ $£ |:F| 1%

ID=userhame;Password=password”

M2y . EEMTSRESBERTREERET 2B

</connectionstrings>
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