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DoD Zero Trust Reference Architecture Principle (July 2022)

Principle 01 Principle 02 Principle 03

Assume no implicit or explicit Identity-based authentication and Machine to machine (M2M)
trusted zone in networks. authorization are strictly enforced authentication and authorization are
for all connections and access to strictly enforced for communication
infrastructure, data, and services. between servers and the applications.
04 e 05 06 07
Principle Principle Principle Principle
Risk profiles, generated in All sensitive data All events are to be Policy management and
near-real-time from is encrypted both continuously monitored, distribution is centralized.
monitoring and assessment in transit and at rest. collected, stored, and
of both user and devices analyzed to assess
behaviors, are used in compliance with security
authorizing users and policies.

devices to resources.
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Visibility and Analytics

Automation and Orchestration
Governance

Zero Trust Maturity Model
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Zero Trust Maturity Journey

Optimal

Advanced

Initial

Traditional
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Gradual evolution to Zero Trust - Distributing costs

over time rather than entirely upfront
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