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BUSINESS CONTINUITY PLAN
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What is the cost of dlsruptlon?
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What is the blast radius?
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Which risks?
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How likely?
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Align DR to Business Continuity Plan
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How will you operate?

aws
~—

g

i

X /==

© 2023, Amazon

ERE

Web Services

Fortune 1,000 E¥FEE
FERZEFEH A (IDC)
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RECOVERY OBJECTIVES
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STRATEGIES FOR DISASTER RECOVERY
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Backup and Restore

RPO/RTO:
20/ \BF Hours
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Lower-priority use cases
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Provision all AWS resources after event
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Restore backups after event
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Pilot Light

RPO/RTO:

Warm Standby
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Data live
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Always running, but smaller
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Environment/Architecture idle

Business critical
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Provision some AWS resources and scale after event Scale AWS resources after event
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Multi-site Active/Active

RPO/RTO:
EH H% Real time

SEREE

Zero downtime
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Near-zero data loss
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Mission-critical services
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Business Continuity Plan (BCP) of AWS
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AWS Recognized as a
Cloud Leader for the
12th Consecutive Year

Gartner 2022 Magic Quadrant for Cloud
Infrastructure & Platform Services (CIPS)

Gartner, Magic Quadrant for Cloud Infrastructure & Platform Services, Raj Bala, Bob Gill, Dennis Smith, Kevin Ji, David Wright, Miguel Angel Borrega 27 June 2022.
Gartner and Magic Quadrant are registered trademarks of Gartner, Inc. and/or its affiliates in the U.S. and internationally and is used herein with permission. All rights
reserved. Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those
vendors with the highest ratings. Gartner research publications consist of the opinions of Gartner's research organization and should not be construed as statements of
fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose.
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Figure 1: Magic Quadrant for Cloud Infrastructure and Platform Services
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We needed to build systems that embrace failure as
a natural occurrence. 1]}

- Werner Vogels, VP and CTO, AWS
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OUR INFRASTRUCTURE IS DESIGNED TO SUPPORT OPERATIONAL RESILIENCY

REGION AVAILABILITY ZONE
(AZ)
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Distance ensures high availability,
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LOV\I/_ la;ency ensures real-time data
replication
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ZONE (AZ)
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Global network:
Redundant 100GbE network
and private capacity between
all regions except China

Direct Connect:

100+ locations; customers can
reach every AWS Region from
their local Direct Connect PoP
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SECURITY AND RESILIENCE - BUSINESS CONTINUITY MANAGEMENT SYSTEMS
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Business Continuity Plan (BCP) in AWS
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Your Data Center
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Network Options
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. vSphere based environment

HCX L2 Extension

AWS Cloud

. AWS Backup

Standard

. Storage Services
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Amazon S3 Amazon S3

Glacier

Amazon

EBS

Amazon FSx

. Amazon Virtual Private Cloud (VPC)
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TECHNOLOGY SOLUTIONS VETTED BY THE AWS STORAGE COMPETENCY PROGRAM
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Storage Extension Backup and Recovery Disaster Recovery Archive
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. . . back g .
Solutions that leverage file, block, object, and streamed ackup Solutions that leverage Amazon Glacier for durable and
data formats as an extension to on-premises storage cost-effective long-term data backup

Solutions that utilize AWS to enable recovery strategies
focused on RTO and RPO requirements
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DISASTER RECOVERY BENEFITS OF AWS CLOUD
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Traditional disaster recovery
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Massive upfront & ongoing hardware cost
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Management and infrastructure overhead
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Data growth increases costs
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Vulnerable to cyber threats/hacking
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Disaster recovery in the cloud
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Pay as you go for the rightsized compute/storage
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Lower IT overhead
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(MUCH!) More automation
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Easy and repeatable testing
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Systems up in minutes (not hours/days!)
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Thank you!




