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Annual claims frequency by industry

I F2 g

Percentage of claims by attack technique

Consumer staples Consumer discretionary o TR
Energy Real estate 54 (54%)
Materials Pro. services Email/phishing 59 e RIFTZEY
—_— 9

Healthcare T Remote access (29%)

.__———__

Most common cyber incide: > . BRI RS

N 3rd Party 6% o
reported claims) compromise Other social 17

engineering (6%)
Ransomware Y / far
- ' 3 \ / « BEZHIE

Funds transfer fraud Brute force 3 (3%)

authentication
Email compromise : i ,J\jjﬁﬁﬁtlc
A ' (3%)
Other
— Source: 202048 EIE 2 2 1R E Coalition RS
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What Phishing looks like -&R& Apple 7% 55 X IV A8 B8 #9 8 B4

— {Caar@sslserver@ 1E 'T/—'I:%

Your Apple

Apple ID

Manage your Apple account

Fleass update

Your account for everything Apple.
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TR 1% FBI E&E : "Vishing, WE - FBEVEEIRIEE AE

ﬁﬁ*ﬂa "vishing 1, T2 " voice phishingJ G PR M EE A AERNAKEL T - Sk
EREARTIRERERI ; WE 1EX§/\\X=|%1_\_1EE/J1 ENIRIERHEIR - 2B BEB vishing 78
NS EM - FIFEEAERSEEN - SENSEEE SNEKE  NMAMESNEED - S
EEEEN  fIUSRIRENEEZBARNEAEMN - ESERIREEAZM -

E . ... Later, the employee
mployee of a small business receives a phone call from
receives a suspicious email the hacker pretending to
with an attachment be a vendor or supplier

- and does not \j7 and references the email.
open it...

Please open
the email.

ooooooooo

REEZHEZE  HEEEGRNBEIELE
ETHEINKEFER VPN HHEEFNH
vishing WEF ZIFVPNIIEAEHN @ B
ATEFEANEREBE - SE—THORE -

The employee opens
the attachment and
unknowingly allows

the malware to
install itself.

v Symantec.

° Source : EZ A/ Symantec
b .
Sl. | |

Copyright © 2021 BSI. All rights reserved



bsi.

0 &4

Your documents, photos, To decrypt your files you need to Follow the instructions below. But

databases and other important files buy our special software - General- remember that you do not have
encrypted Decryptor much time
General-Decryptor price
the price is for all PCs of your infected network
You have 8 days, 19:07:29 Current price 214151 XMR
* If you do not pay on time, the price will be doubled ~ 350,000,000 LSD
* Time ends on Mar 28, 16:30:11 After time ends 428302 XMR
= (00,000,000 USD 18

Copyright © 2021 BSI. All rights reserved



3
i
i

Hello, £
Life is

—.
Give

Ineeg”
The ur!
.

%

;.4
- 8

BEREN s

N EEBNEERAA? 2

Source : DCARD

AT BB L B 8 BT R R
: ' e tips to protect myself from this  the fir 19

Copyright © 2021 BSI. All rights reserved




S—fEalgER I EER T
ﬁ%éﬁiﬂﬁt;ﬁ%ﬁ BEC (BUSINESS EMAIL COMPROMISE)

%%EEAT%HW,“M 1R EB1F
FEBRBWRRMFER o ime

. —= « BEARESIIEEETEN (RERINEBLAIERIRSE - flk
$U JEH iﬂ jﬂ 1':' 1‘7& %u yinsal@abc.com¥ Fyyinssal@abc.com ) - {5 KE] A B35
o ZEOK i PE TR FN 1 E R IR SETE DRRAIG THLS -

« BEARBALKEEERTEHEF (KRERINERLEIERIRE) -
#FEZTRATHEREZ ERSE -

o« BEARBINERETEHG  REBREFPERXEIFTERS -
: | BEIEH LE -

i e e ——— s esRPEE R BT E G RSELZ e >  BREAR -

S ([ ; 7) RSB PR A B EN - Hp I RER A 13X TIZWE -

R 5 75 28 R 2 5 BE R RO » TERSZRKIMR = IEHE
58 8 TRZ|RE - V7@ 88T E A4 FRIEX -

FESS

= P2 /NGB gFamUsRV2ied Sl <Yy

2 EEEE

T

R &

PRI BEPREFAR [#AF] - SFRSGF 1 EE[ETESPHMUSRSEE

B AR THEEY - (IEEFRERME — 5 33 3E5Ta7HE - SRIZNIIT
FEEGSATe-mailR = - SR ERREFAR - (FRNEE - EEFTIDSEIEST

XTI B IR S RS WS - Source : fIEF
bs .
l. | |

Copyright © 2021 BSI. All rights reserved



8 T HES AR YR BN SIS

4

ERMESE - SMEBR N E R
S B BHEEER -

= = - B8R Windows %#tRJ 445 S5k iEEMI8 -

'sf;%%M%ﬁ% FHRITE -

)

PN IREAENEME BRI E - FoETEA
e R MES  EEREACE -

BIBLE A EE R 500 Windows
Update - BERS AR HERERTR -

23 1 TN ENEESEENEIESES

bsi. €

Copyright © 2021 BSI. All rights reserved



RAEFEEEZ /] W)E&BZ

BICEEARIE ML - BEREER

0
’
B & Omamq
EEEERE
ENRERE
O‘ R

HEREERMAOES
(RACIHYERHEET )

HRBRAE RN
BEEZOAES

Level 0
ARAE A

(Immature)

Level 5
BlFT R

(Innovating)

Level 4
o] 7& I BY

(Predictable)

Level 1

Hi# % (Basic)

Level 2
EER
(Managed)

Level 3
HlE{EE
(Established)

R lgE

BASHRERR
NEREN
il e
w2k B man (0. 3
ZRRRE) ALHNER)
= BERBRERNS
gt;iﬁ; ft (&ftDCNEEE
ZRRERE topology R&%)

#{EA Tinternet £

BIERBBHZ B, IMLEN
HEEE - ISIRT ERERRER ERERGRE
SERAmEs B

(USB * MDM - DLP)

HEPEE
HERARZBHS
AREEN (10
EERE)
G
s AT T
How to detect
a phishing email &

B
i)
SOCE®R#&:

%8 0A
Solution
AFBHEE

BERB2E
¥ (EBMZ
REHFE)

22

Copyright © 2021 BSI. All rights reserved



F = = AN S L A=
2RI EEFEROBRAR - O EENE
28 B8 "
o ae  |mm Bt et
Qunx (IR RREE PERUENSBNTHARYF A
301 (SR [B-RARER [AERCENNESRAL - AL
MEER G THEBER |MREGES EERELZ R -
N ggfgéﬁgﬁ S EE AT R ERRARRNE
= X 3 == = =)
iz (R 1 gggﬁzﬁ e o ey 3®
sa9
sns FREALEEN EASHRIREEREGRER NG
303 |25 [EEAERERE RREEEY - BREREBRIREE
BB 1| -

Mo

HE

e

fm2

Bz 1t

2}

23

Copyright © 2021 BSI. All rights reserved



HEARNE RSB AR AR B EFEFHFRIEIE
(%MMIJHMJGEJ%)?E’JHE B) - BREETS

XM ENEE

MEEZER “Fa

M mEI? EEER
“ﬁi‘gz,tﬂzu f)

24

BSI. All rights reserved



EANENZIE_

RESEARCH AND DEVELOPMENT
POC's | Cyber Stack Balance

Supplier Engagement

Architecture

Social Media

Access
Control

/
/

Training
TEC Compliance
Supplier Compliance

Cyber Awareness Comms

CE+f15027001 | CRF | NHSD Initiatives

Committes Meetings: IGC, Audit, Cyber, Risk Management

Pentests | Governance Model [1A0/1A4)

B RBENE - 25

PHYSICAL SECURITY
ON-PREM - - CLOUD

EEANM

FOCUS

Priority. Patient Safety
CLOUD SECURITY

- -

Patient Data Integrity
OUR

CLOUD
PERIMETER SECURITY

MextGen Firewall

Supplier
fcsp
ASSUFANCE

TEC
Due Diligence

Service Availability /DR
\ Compliance

Pentests
Internal

Patch
Management

NETWORK SECURITY

Vulnerability
Scanning

Supplier

Assurance
Assurance

IDS/IPS CSl
SLAJPLA'S
HOST SECURITY
Restricted AV-Al
MGMT VLAN  HIDS/HIPS

UThM

5 li
Web Filtering ~ —oEPer

MER Rating

EQP

Vulnerability
SCanning

Patch
Management

APP SECURITY
3lA's Encrypdon

Vulnerability SOLC

Forensics
Scanning

Incident Response
i —— CRITICAL ASSETS

SYSTEMS + DATA

Data in Use, Mation and @ Rest

SIEM | EDR | Threat Inteligence

D5P Toollat | Auwdits CEOC/ATR DLe

Source : https://www.peerlyst.com/posts/nhs-healthcare-defense-in-depth-shaun-van-niekerk
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AutoNotification@concursolutions.com
W#ZE @ Joe Hsieh

of BSI. Please treat hyperlinks, and instructi in this email with caution. *

HEEE

Best regards, SRR ENERRS

Joe Hsieh #HE=
Chief Operating Officer, BSI Taiwan
T: +886 2 2656 0333#103 | M: +886 932207651

E-hEEEFTRE -
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bSl. Inspiring trust for a more resilient world. ¢ e e
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[RIREE B MaaF A EFhEE ARV E Fz

How to detect
a phishing email \

E{CRAELZNEERESITE
EEMEMUNEE

G

Ermnalls from public
email addresses

Suspicious attachiments
Greetings not using your narre
Misspelled words and incorrect
gramimar

Links to unknown websites or
slightly misspelled sites

Requirement to respond

in short timeframe

Free phone or toll-free nurrnbers
that don't imatch known nuimbers

- 4
Check the link’s Type in website
actual destination — even addresses rather than
information based on an ttachments in if it appears to come clicking on links in
email request 2lone unex t ails from a trusted source suspicious emails

AREFEHEFENEREE

7]
2/

AR SELZHEEE

(#!: BT

BRENERoEEER
B2 KB E RS b

BB ESN T A STHRTE
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¥ B BETBIL - B (HTML)

E  gSyncit ADOBEPDF ¢ EHTRIEE...

2018/6/24 (BH) £F 10:48
Joe Hsieh <appleeid@idapplee.com>
FREM Apple ID HBESTE4HMHE

Wi#E  MJoe Hsieh

O 7-TEETHER - BTRIFECHER ) Outlook FEEE FHBADHELRES -

=
L-£5

O SHEB Apple ID MEHAET BEATHE - BE (HTML)
EHEOHIE..

THEH - A7

THILEH -

it

gSyncit ADOBEPDF Q@ =23

2018/6/24 GBR) T 10:48
Joe Hsieh <appleeid@idapplee.com>
FRET Apple ID WEBHESTFHEAFIIE

Z#+% M Joe Hsieh

HFVERSEIL IR A RSB FE I - REFLTRET

BT -
I7EDERE >
AR B S B
5 ) S ET Apple ID (B 4TSS TEHErates - ) BPVERBIL T SN ETEELE - RERL TEATHAED Apple ID BB
- & Py BpeT -
SEUEEIBE » BRI - BB TS R RE A
ETE Akt - —
WBREHE] > BF2HAEEHEE TE A e 2 B R 7
EHFNFHEEES Apple ID IRSREEHEEF (A - HEEME SHEE - MBEIE
R - BREUEEEE - FRAEL - ENETE A WA TSR T 2155 Apple ID BB
- STl -
Apple ZFF#
WBEEEN  HHEEREE
R
Apple ZFE3#
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RBITRH]  ERHBPIERENER (Password) mB KR E ZIETT

1 - 123456 8 - 12345 15 - 000000
2 - 123456789 9 - 1234567890 16 - 1234
3 - picturel 10 - senha 17 - iloveyou
4 - password 11 - 1234567 18 - aaron431
5-12345678 12 - gwerty 19 - password1
6-111111 13 - abc123 20 - qqww1122
7 - 123123 14 - Million2 21-123

B e A Password Reuse by Age

18 to 24 25 to 34 35 to 49 50 to 64 65+

- ! L - U L a ! - ! ) - )
(]
Sl Source : NordPass 2020 & Rock IT 29
[
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RFroAl - 26 . BT " ji32k7au4a83 |

‘ Robert Ou -

Fun thing | learned today regarding
secure passwords: the password
"ji32k7auda83" looks like it'd be decently
secure, right? But if you check e.g. HIBP,
it's been seen over a hundred times.
Challenge: explain why and how this
happened and how this password might
be quessed

bsi.
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BS1S0O 31000:2018 _

¥
Establishingthe .
..  Context =
:
Risk Assi:;;z\ent %
- B =
Risk \dentification o 3
Risk management — Guidelines i‘g‘.‘ \E o
Risk Analys BIR# EIR ERRE |mmE % [
Y T~ R AT ARRS
REARIE | g [T RERETH
o eodiua BOL ftEnEE L FR R TE  Sarien 3| 9
Risk e (OEM/ODMEiE ™ ZEERERYF
B ARREIRE
AR e e e
\ apa [FEEES - msinze 0l SR .
Risk Treat! BEREEEH Mk BEEMA ‘
ﬁmg‘ Eidarg ZEhERE......
| ARRBRER ERA L
BD3 Internet iy o ?thtﬁﬂt%& | 4
i T Internet 2 £z i)
bSL e EEEIRE -
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bsi »
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i Al O] BE TR 22 A B s CRYZIETR I : 22 BIRIRERK

BS ISONEC 27001:2013

Jl &
BSi Standards Publication

Information technology —
Security ftechniques —
Information security
management systems —
Requirements

-
bSl. making excellence 2 hatat”

bsi.

Compliance Security
policies
Human
resource g b
security > i
Information
security
incident
management

Information
security aspects /
of business '
continuity \ i Security
management \

Information

System
acquisition,
development and

maintenance &

Supplier - e
relationships
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