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Compal Electronics
Advantech Co., Ltd
Foxconn Technology Group
Acer Inc.
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ADATA

Hackers attacked 10 listed
companies in Taiwan during

pandemic

Notebook giant Compal Electronics and Advantech among targets: CTWANT

By Matthew Strong, Taiwan News, Staff Writer
2020/12/09 14:07
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Exclusive-US to give ransomware
hacks similar priority as terrorism,
official says

The U.S. Department of Justice is elevating investigations of ransomware attacks to ¢
similar priority as terrorism in the wake of the Colonial Pipeline hack and mounting
damage caused by cyber criminals, a senior department official told Reuters.

FILE PHOTO: Holding tanks are seen in an aerial photograph at Colonial Pipeline's Dorsey

THE WHITE HOUSE

Implement the five best practices from the President’s Executive Order:
President Biden's Improving the Nation’s Cybersecurity Executive Order is being
implemented with speed and urgency across the Federal Government. We're
leading by example because these five best practices are high impact: multifactor
authentication (because passwords alone are routinely compromised), endpoint
detection & response (to hunt for malicious activity on a network and block it),
encryption (so If data is stolen, it IS unusable) and a skilled, empowered secu
team (to patch rapidly, and share and incorporate threat information in your
defenses). These practices will significantly reduce the risk of a successful cyber-
attack.

Backup vour data, system images, and configurations, regularly test them,
and keep the backups offline: Ensure that backups are regularly tested and

that they are not connected to the business network, as many ransomware
variants try to find and encrypt or delete accessible backups. Maintaining current
backups offline is critical because if your network data is encrypted with
ransomware, your organization can restore systems.

Update and patch systems promptly: This includes maintaining the security of
operating systems, applications, and firmware, in a timely manner. Consider
using a centralized patch management system; use a risk-based assessment
strategy to drive your patch management program.

Test vour incident response plan: There's nothing that shows the gaps in

plans more than testing them. Run through some core questions and use those
to build an incident response plan: Are you able to sustain business operations
without access to certain systems? For how long? Would you turn off your
manufacturing operations if business systems such as billing were offline?

Check Your Security Team's Work: Use a 3™ party pen tester to test the
security of your systems and your ability to defend against a sophisticated attack.

Many ransomware criminals are aggressive and sophisticated and will find the
equivalent of unlocked doors.
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int _ stdcall mal_check _lang()
{
int vO; // eax
int result; // eax
LANGID v2; // si
LANGID v3; // di

HEBR S 1€ & 19 B =X

DS: What other regions besides the CIS [mainly comprised of post-Soviet republics] do you try to

CONN OV A WN PR

v3 = GetUserDefaultUILanguage();

avoid? What organizations never pay?

UNK: All the CIS, including Georgia and Ukraine. Primarily because of geopolitics. Secondly because
of the laws. Thirdly, for some, because of patriotism. Very poor countries don't pay—India, Pakistan,

Afghanistan, and so on.

o - A T - i - 11 vVZ == 1lubg

DS: Do your operators target organizations that have cyber insurance?

UNK: Yes, this is one of the tastiest morsels. Especially to hack the insurers first—to get their

customer base and work in a targeted way from there. And after you go through the list, then hit the

insurer themselves.

FOIT VZ == 1us7
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 #Trickbot + Emotet * Zeus * Dridex
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2021/01/27 Emotet disrupted

Z EURTZPOL

In January 2021, law enforcement and judicial authorities
worldwide took down the Emotet botnet.

Participating law enforcement authorities:

: Netherlands (Politie) - Germany (Bundeskriminalamt)
: : Lithuania (Lietuvos kriminalinés

‘ 7 . France (Police Nationale) = ooliciios b(iuras)
o Canada (Royal Canadian g8 USA (Federal Bureau

"~ Mounted Police) = of Investigation)
< : : 4 Ukraine (Hauionanbha
== UK(National Crime Agency) noniist Yipainn)

= EUR™POL
EVERYTHING

STARTS FrRoM

Py lonut Argnire on LUctober 1£, LULU

2020/10/20 Trickbot disrupted

Microsoft on Monday revealed that it worked together with industry partners to shut
down the infrastructure used by TrickBot operators and block efforts to revive the
botnet.

The Washington Post reported last week that the U.S. Cyber Command too attempted to
hack TrickBot's C&C servers, in an attempt to take the botnet down to prevent attacks
seeking to disrupt the U.S. presidential elections. This is said to have been a separate
operation that was not coordinated with Microsoft.

TrickBot emerged in 2016 as a banking Trojan, supposedly from the same group that
operated the Dyre Trojan, and has become one of the most prevalent threats out there, with
more than one million infected machines all around the world.

Over time, TrickBot has received updates that expanded its capabilities, evolved into a
modular threat that ensnared computers into a botnet being offered under a malware-as-a-
service model. Both nation-states and criminal networks are believed to have employed it for
nefarious purposes.
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Banking trojanE i A X H MR =
* Dridex, Trickbot, Emotet#i=PraAHIBanking trojans - E&botnetst /&
20 BAARBBERIEREE - BB SER] EﬁZ? B#NDridex(TA505)
KEZFHVEH(Vectored Exception Handling) - #1722 - 1B
inline patchBB1EI0ME - BT LIFEH -

° EfEfinvoice ZipSRILEREE NN EH

else if ( exc_code != EXCEPTION_BREAKPOINT ) se

8B F1

return o; e
} A3 56 70 42 0
++al->ContextRecord->Eip; se
al->ContextRecord->Esp -= 4;
*(_DWORD *)al->ContextRecord->Esp al->ContextRecord->Eip + 1; AddVectoredExceptionHandler | VEH
al->ContextRecord->Esp -= 4; FunckﬁlPasi
*(_DWORD *)al->ContextRecord->Esp
return -1;

2020 09-08: DoppelPaymer Ransomware |

al->ContextRecord->Eax;
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7. Ransomware-as-a-service

N
N\
Atention! all pour important files were encrypted!
to get vour files back gend 3 Bitcoins and
cohtact uz with proof of pavrment and your
[dnique [dentifier ey,
YW'e will zend vou a decrpphion tool with vour
perzonal decryption password.

-Bhzam |nfarmatiar

YWhere can you buy Bitcoins:

hitps: /A, coinbage. com
https: ¢/ Aacalbitcaing. camm

Contact: decrypt-my-datai@protonmail. com.

Bitzoin wallet to make the ransfer bois;

EHEIEAS

; ‘dlidate Bitcoin Address

BTC address to collect ransom

F anzom Mote File Marme:

HELP_ME_RECOVER_MY_FILES

=

" Enerypt Only One Extension

Fathz to Encrypt
irectories to Encrypt: | [auta]

"[auta]"

EVERYTH|
STARTS FlLl — o —oovs

e »
| Clear Al } | Only One Directory




Conti/Ryuk/Revil Fi@MaaS Botnet: & 28
- Botnet Explon kits Ransomware Ransomware-as-a-serVICE

‘l .:IFEQ <t ﬁ
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cyber crimina Anonymous
TOR s et
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Ransomware service operators
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15/01/202), 195122 | Support; Tm soery. 11 talk to the boss 1oday, but I'm adrakd he'll stand his
round
15/01/2021, 195304 _| Amy Lynee Thank you. That would be helghul i
15/01/2021, 2001659 l Am}l‘,rr Did )CI.IA talk to your boss today? I
1601/2021, 102815 SUpport. Not yet, will update you 3% 5000 3% he reples
16/01/2021, 1432.26 | Suppe A BTC
() All rights resenved to CleaSky Cyber Securnty 2020 18 ke con H
Y ¥ / Rocketr.net
Victim CONTI Affiliate < - 0% rocketr| Rockeirne
S?JJS‘*"'“' \/

L

o $450,000 . L 125,000 . -

] @ ’ >—0) r 2125000 Wizard Spider Group

4 4 ¢ | Binance.com

cus/mstw . W whitestream
Cyber Security W W Bilockchatn intelligence

Ref. https://lwww.clearskysec.com/conti-ransomware/
E%EEPS-I:L%S CYCRAFT CONTI Ransomware — Negotiation and Bitcoin Tracking




Foxconn plant in Mexico struck in DoppelPaymer
ransomware attack

DoppelPaymer @ e

Hon Hai Precision Industry Co., better known as Foxconn, has been struck by a ransomware

[
DO ppel Pa merr BItPa mer%j-] % attack that briefly caused issues at its production facilities in Mexico and resulted in data

rﬁaE’J%E 52019553'%}5’\7&%_%}] stolen.

=R IQ RS =3 14: EFI l% % ?/ﬁ% %/( = LL First reported Monday by Bleeping Computer, the ransomware attack occurred over the
;Eﬂﬁufﬁ % @ I'I]E< 2N & /)l_':ﬁ /H ?j%_ HQT BE{é 7|‘E A Thanksgiving weekend and involved the infamous DoppelPaymer gang. The attack, which

. N —l—g— =43 targeted the Foxconn plant in Ciudad Juarez, Chihuahua, infected approximately 1,200
D Il d exrﬁ_ -*'% HQ -l_’l' ~ (é ;f ;Td_ servers, with the theft of 100 gigabytes of unencrypted files. The ransomware attack also
Ete 'Na | B | u ejz,ze o | O O N }}F:Iﬁ 7|E_| *ﬁii rl:_|_| $§7 resulted in the deletion of 20 to 30 terabytes of backup data.

EBHQ%E%WADE%M&E% - AL E]
ABRERHRWE - ZBREEERINE
tE==sh - Wi Hm%ﬁﬂﬂii‘iﬁﬁgﬁﬂy
REEAR REEER RS 522 2
VEh&EME S -

® Spread through Dridex * Emotet -
malspam malwares platform

SYARTS i CYCRAFT




Conti/Ryuk/ BazarLoader Ransomware

° Conti Ransomware is a newly emerged-ransomware, Contlﬁﬂﬁi’ﬂﬁg%ﬁgﬂﬁ‘ 2
2 I 3 ]

which first be observed by Carbon Black Threat Analysis

t3GBREREH, EfffaBRAE

Unit (TAU) in July 2020 [1] SENTEANT  BURILE260 A% T SASFERRNICE RSN RE SRR  BAEH S
P EEERA% . B2 RanE

° By the report of Cyber Florida, Conti has targeted

following industries [2] X/ R | 2020-11-30 8% z@mAThomessE  ([CEREN
»  Financial & Educational Institutions R R
»  Private Organizations
g | TR
»  Government Agencies B e
>  Healthcare
> Enterprlse BUSInesseS Partl.zip - this archive contains 2% of the whole data that was downloaded
»  Small-Medium Businesses Partl.txt - |
° For the similar code snippet and overlapped infra, Conti

has been regarded as successor of notorious Ryuk
ransomware [3]

:
° Spread through Trickbot botnet and Emotet malwares :

platform

ERContis RTBHEARNZZEEIGBAEERT

I

=

i

[1] Brian. Baskin, VMware Carbon Black, “TAU Threat Discovery: Conti Ransomware.” July 8,2020.
[2] Cyber Florida, “Conti Ransomware” July 14, 2020.
EVERYTHING [3] Abrams, Lawrence. “Conti Ransomware Shows Signs of Being Ryuk’s Successor.” BleepingComputer. BleepingComputer, July 9, 2020.

STARTS rrom CYCRAFT



https://www.carbonblack.com/blog/tau-threat-discovery-conti-%20ransomware/
https://cyberflorida.org/threat-advisory/conti-ransomware/
https://www.bleepingcomputer.com/news/security/conti-ransomware-shows-%09signs-of-being-ryuks-successor/
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» DoppelPaymer (Dridex) « Avaddon e Cvartk
» Egregor/Maze « CONTI ,IOCP (Emotet) * Exorcist
« Netwalker * Clop « Gothmog
» Sodinokibi(Revil) « Darside * Lolkek
e Ryuk (Emotet) * Pysa/Mespinoza e Muchlove
e Globelmposter (Dridex) « Ragnar e Nemty

« Ranzy  Rush

« SunCrypt « Wally

e Thanos » XINOF

« WastedLocker(Dridex) » Zeoticus

EVERYTHING . o\ o1 https://intel471.com/blog/ransomware-as-a-service-2020-ryuk-maze-revil-egregor-doppelpaymer/
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NEWS TOR MIRROR

¢t Kiolbassa Smoked Meats 37

¢ URL: https://kiolbassa.com

#Y) CONTI.NEWS
4w

&« Samson Holding ??

@ URL: https://samsonmktg.com

¢t Intersport GmbH 3

@ URL: https://intersport.com

I Files: 32

¢« DeLonghi America Inc. **

@ URL: https://delonghiusa.com
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RAGNAR _LOCKER

Here will be permanent list of companies who would like to keep in secret the info

leakage, exposing themselves and their customers, partners to even greater risk than a

bug-hunting reward!

Webhelp's company - XtraSource

Updated 6/04/2021

views: 1119465 | Published: 05/26/2021 02:51:30

ADATA LEAKED

Downloaded: 1.5TB+

views: ;1] 1531 | Published: 06/06/2021 06:17:51
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New companies

TAIWANl l
TECHNO :

Next update: 9 Days 2:05: 26

Officine Piccini S.p.A

Next update: 8 Days 17: 19 : 57

NSW Labor

Next update: 8 Days 21:10: 08

Cinov Federation

Next update: 8 Days 20 : 51: 49

Glasbau Wiedemann GmbH

Next update: 8 Days 20 : 37: 42

Cocal

Next update: 8 Days 15:44 : 19

Medland Metropolis
Next update: 8 Days 20 :22: 25

SPINE & DISC
Next update: 8 Days 21: 09: 58

Triple Extortion (0% ~ ;

TAIWAN
CORP.

) TECHNOLOGY
| DDOS_

Company: TAIWAN ( | TecHNOLOGY CORP.
Address: [ } Taoyuan City , 33068 Taiwan
Website: [ ]

sl ]

Next update: 9Days2:05: 26

TAIWAN [ }I’ECHNOLOGY CORP. the company does not want to
cooperate with us, so we give them 240 hours to communicate and cooperate with us. If
this does not happen before the time counter expires, we will leak valuable company
documents.

We have a large amount of data on contracts, agreements, confidential agreements, a
lot of confidential documents on working with clients, developments, projects, audits,
reports, engineering, drawings and much more.

Also remember that data cannot be decngted without our ﬂeneral deczgtor. And xour site
will be attacked bx a DDoS attack.

RAMRENESAMADRNGA

A 16 462 5«

%2 -~ DDOS)

A Main B Fulldump @@ Contact Us

Full dumps
Greatwide Truckload
Published data: 272.05 GiB

Hames Homes LLC
Published data: 1.07 GiB

MSPharma
Published data: 1.07 GiB

Active Business & Technology

Published data: 15.3 GiB

Exedy Corporation
Published data: 32.45 GIiB

BIANCHI VENDING
Published data: 2.36 GiB

Dicon Fiberoptics Inc
Published data: 110.25 GiB

Logixal
Published data: 118.02 GiB
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° 1%%%7] 2 1E X ANZ @B EIZNN(RSA4096) - FEEMEEE A EBEXK
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ChaCh
° ZRENE - HiEplEE (Traversing) EA1EZEN% (Encryption) 2 &R
B #4R7E

° REEDEABE  KIEEX - P - /NEEARINRRE
° RIENRIREE - FERAEEMPEEI (Disable vssadmin)

* SR TUEERR R EHEE 2= (Restart Manager)

* B  BAENFREDITHE

¢ SEWANEBE ARSI - B SMBA R E fth F 1%
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Rebeet with safebeet netwerk in Windews 7

bededit. exe”, "/set {default} safeboot network )

Mark Loman @42 o00
@markloman

Ragnar Locker ransomware deploys well-known trusted
hypervisor to hundreds of endpoints simultaneously,
together with a preinstalled and preconfigured
Windows XP virtual machine, guaranteed to run their 49
kB ransomware

news.sophos.com/en-us/2020/05/... #RagnarLocker

View Favorites Tools Help “ Home hare
p | 7 g 5 - Search |[™) Folders O 3 X K’ « v 4 » This PC > Local Disk (C:) » Program Files (x
:7\ N B B
x Name = I # Quick access

|| ©)Documents and Settings e o °pp%‘:
i |)Program Files appos
ster RECYCLER J 3D Objects install
ocal Disk LI WINDOWS B8 Desktop micro.vdi
acuments and Settings > JAUTOEXEC.BAT ¢ Documents s
ogram Files boot.in ¥ Downloads s
ZCYCLER 5 CONFIG.SYS . VirtualBox
INDOWS = 10.5YS ¢ Music ot
D Drive ;“ MSDOS.SYS = Pictures vih2
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BIE {7 B8 & T H A A 28

E HiPetyalYvictim IDZ AL 8 52 = Public keyJ1&:Salsa20 key Tt
Base58HF & - i2&= 0l L*Af"“ﬁ@ﬁﬁ

BERA R Zvictim ID S RRBERKEDT - Salsatll = BEEL - M
Z R ARl - 2EED ﬁ%ﬁ@rﬁwctlmmmﬁﬁ%g{ 5E R AE

[prrwn : i
KIS ARERR -
=K AN/ q:I_I_I

If you see this text, then your files are no longer accessible, because they
have been encrypted. Perhaps you are busy looking for a way to recover your
files, but don’t waste your time. HNobody can recover your files without our
decryption service.

We guarantee that you can recover all your files safely and easily. All you
need to do is submit the payment and purchase the decryption key.

Please follow the instructions:

1. Send 5300 worth of Bitcoin to following address:

1Mz7?153HMuxXTuRZR1t78mGSdzafntNbBWX

. Send your Bitcoin wallet ID and personal installation key to e-mail
wowsmithl123456@posteo.net. Your personal installation key:

EBw?Yc-aNgDoy-SUcKX6-w¥Lzt3-h4eRcJ-R3f3af-Ft9Xe j-Kk4us3-LtUEJJ-EBNGoA

If you already purchased your key, please enter it below.
Key:

EVERYTHING https://blog.malwarebytes.com/threat-analysis/2017/06/ eternalpetya-lost-salsa20-key/




{EFHSecureString - (BEXEfS—AizF &

wlkbnIWOteHAMM.PvKJIJJyKPMVwW == wlkbnIWOteHAMM.\uee9B(1e7396958);
SecureString secureString = new [SecureSftring();
if (wJkbnIWOteHAMM.cmglPGwCjHuiokKN == wJkbr IWOteHAMM. \uee9B(107396415))

{

public static ring ENEEBEUNHMUA(SecureString A_0)
i

string result = string.Empty;
intPtr . (A_O);

result = . (intPtr);

finally
{
(intPtr);
}
return result;
T

wlkbnIWOteHAMM. qIfhhMbMTrWQdCt . (wJkbnIWOteHAMM.
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STARTS From CYCRAF |




Polar/Hakbit/Thanosl/...

GenerateRandomStPind( length)

text = "ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789";
text2 = "";
( i=0; i< length; i++)

StrineBuilder strineBuilder = new StringBL ()3 text2 += text[ ._rnd.Next (text. )]1.ToString();
Random random = Random();
= (@ < length--)

I

stringBuilder.Append

[] EncodeAob( [] aobToEncode, [] passwordBytes)

[] array = [aobToEncode. 1;
num = 8;
( i =08; i < aobToEncode. 3 i+4)

) array[i] = aobToEncode[i] + passwordBytes[num];
A int : get; (passwordBytes[num + 1] == 8)

Gets the number of milliseconds élapsed si {
Returns: A 32-bit signed integer containing num = ©;

¥

{l
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— B F# A EIEADEEER(NTDS.dit)

Phishing Email Bazar Backdoor

Decoy Lateral
document Movement

» Meterpreter
* CobaltStrike
 PS Empire
 Adfind

« Ntdsutil
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PeterM 000
PeterM |
e @EAﬁErShiftPrtScn e @AIltShiftPrtScn

. . : . . Replying to @dez_
Looks like #Conti group Is exploiting FortiGate VF

drop irl Cobalt loaders)command: "rundll32.exe
C:\Programdata\sys.dll entryPoint" sys.dll:
virustotal.com/gui/file/1bf11... C2 addresses usin T _
. . starts ping'ing machines.
compromised sites and the same url at the end | ateral 16 debl
"Lis/ky/louisville/312-s-fourth-st.htmi] a efd’ movement to Gepioy

-C:'\Winduws'\SyEtemEZ‘\cmd.exe /C p.bat Obalt Wlth WMI' EXfIltratlon
C:\Wind \system32\cmd. JC adft.bat .
C:\W::dzx;z::tzmﬂ\;md.::: fc :,rpe EaarEE.txt Wlt h RCl O n e - } M e \ a .

C:\Windows\system32\cmd.exe /C adft.bat

They get in with a domain
admin account, basic
discovery commands, p.bat

C:\Windows\system32\cmd.exe /C adf.bat Ra n SO mwa re d e p |Oym e nt Vi a
rundll32.exe C:\Programdata'\sys.dll entryPoint ?EZEADWZEJ BTE :EIJ j;l:A

C:\Windows\system32\cmd.exe /C time = i RITA Y . .

C:\Windows\system32\cmd.exe /C nltest /DOMAIN_TRUSTS bat fIIeS USIng WMI- WO rk-tXt

nltest /DOMAIN_TRUSTS . . .
C:\Windows\system32\cmd.exe /C net group "domain Admins" /domain CcO nta INS | |St Of en d pO I ntSf
net group "domain Admins" /domain

C:\Windows\system32\netl group "domain Admins" /domain S N. bat fO r S e Ne rS.

C:\Windows\system32\cmd.exe /C nltest /dclist:
nltest /dclist:

E}rﬁrﬁc%llsazﬁsgaC&ﬁrﬁﬁwﬁt?\w&d"Entwpmnt C:\Windows\system32\cmd.exe /C wmic /node: <redacted ip>processci . 2:05 AM - Jan 18, 2021 - Twitter Web App




RANSOMWARE ATT&CK

It

RDP brute force

Mimikatz

I Vulnerable interet-
facing system

LSA secrets

[ Weak application
settings

Credential vault

Cobalt Strike

INITIAL CREDENTIAL LATERAL
ACCESS THEET L PERSISTENCE PAYLOAD

New accounts

Credentials in
plaintext

Abuse of service
accounts

e

WMI

GPO changes

1"

Abuse of
management tools

Shadow IT tools

PsExec

Scheduled task

Service registration

-
Vatet loader

EVERYT  Source: Microsoft
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Web Exploit
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Enterprise Network

Web Zone

Application Zone

Internal Dependencies

External Dependencies

!
J E‘ VPN Gateway ]
Email Server I &
15u CSP (Public Cloud)

° DBO1
DBO1 SAN SAN (DR)

|
I
™ |
I
|
I
|
I
|
|
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I
|
I
|
|
I
I
o - - —— -

‘ Enterprise Users =
Enterprise LAN =)
W«leb Zone DMZ
Firewall - Firewall
wnz | vFwol
R — e ;
\ i N Erg |
I 1 o :
A ' B :
YRR AT B4
S | s N9 !
| I
/ Prodo1 \ Progo2 | Prod02 (DR) :
! I |
App Zone : . App Zone :
_Fwos I FWo2 !

Password leaks and
Breached Credentials

Test/Dev Server

-

L
T
| .
Unmanaged Devices
Firewall
| Cluster Unpatched Software
FWo1
’ Enterprise User}
WAN
| Enterprise Users
| VPN
§- External Users
5 HTTPS\\AAA.BBB.CCC
|
| : Firewall
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Al [E] 5% RE

103:09:44

103:09:44

1 03:07:00

103:07:00

103:07:00

1 03:06:48

103:06:48

ERFIEE - RISFERRIED

C:\Windows'\system32\cmd.exe /C wmic /node:172.21.3.13 process call create cmd.exe /c C:\ProgramData
\wwarc64 dll StartW

SCHTASKS /s 172.21.3.1348 V /create /tn WindowsUpdate7 /tr rundli32.exe C:\ProgramData\rez6
4 dll, StartW /sc ONCE /sd021/01/01 /gt 00:00

SCHTASKS /s 172.21.3.13 /RU SYSTEM /create /tn WindowsUpdate7 /tr rundli32.exe C:\ProgramData\rez6
4 dll, StartW /sc ONCE /sd 2021/01/01 /st 00:00

C:\Windows\system32\cmd.exe /C SCHTASKS /s 172.21.3.13 /RU SYSTEM /create /tn WindowsUpdate7 /tr
rundli32.exe C:\ProgramData\rez64 .dll, StartW /sc ONCE /sd 2021/01/01 /st 00:00

SCHTASKS /s 172.21.3 = EM /create /tn WindowsUpdate7 /tr rundli32.exe C:\ProgramData\lgp
dil, StartW /sc ONCE /s§01/01/2021 gt 00:00

C:\Windows\system32\cmd.exe /C SCHTASKS /s 172.21.3.13 /RU SYSTEM /create /tn WindowsUpdate7 /tr
rundli32.exe C:\ProgramData\lgp.dll, StartW /sc ONCE /sg 01/01/2021 st 00:00




ZEEEoKe ~ 778lnxE AR - 125RBERE

.+ Investigate

EXECUTIVE SUMMARY

Threat Level
Customer

Time Zone
Report Time
Data Range
Endpoints at Risk
Scanned Endpoints
Activities

Events

Last Event
Suspicious Files

Scanned Files

10 (High Risk)

Asia/Taipei

2020-10-01 ~ 2020-12-31 (92 Days)

77 Endpoints
5,136 Endpoints
3,115,291 Events
52,485,234 Events

12 Files
149,656,010 Files

=

7AN
=

EDRIm =4 581 + = B + MDR¥F 4816 M)

et

az

77 12
Endpoints Suspicious Files
at Risk
10
N High Risk
149.66M
Total
Scanned Files

52.5M Events ‘ 0 Techniques

5,136

Scanned Endpoints
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Ml Desktop

& Downloads
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p |j~] Documents
b J’ Music
> k| Pictures
> B Videos

> /M Computer

P 6‘! Network

Computer

I | fs System Folder

Computer
System Folder

o

Control Panel
System Folder

procexp
Sysinternals Process Explorer
Sysinternals - www.sysinternals.c...

BEFNEREESETSESRIR
=S EEE SR 100]...
PDF File

EETSEESESHIEIER
_1091110.pdf
PDF File

EERSEEARTERIEESEE
_1091110.pdf
PDF File

XVACCINE_V3
XenAgent - [XVACCINE]

CvCraft Inc. EFE2=RGT

System Folder

G|

Network
System Folder

Recycle Bin
System Folder

DERETRASESRTSSIRSE
M EEIESZ 1091110.pdf
PDF File

EETSSHRRNERNEEE
S 1091110.pdf
PDF File

EETLSEETEIEE
_1091110.pdf
PDF File

EERSEAFROMREEES
£ 1091109.pdf
PDF File

conti_v2
Application
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« (BEFAERBEEEXEZEREFNZSENFLE
- BREFHINERNZEZRBZIALL

o BEEhttps://www.nomoreransom.org/ #aiL5

BT R={E R A& :

- HBREF TR RRBBEIRECEEZST

o STAGRIUEEM ¢ AD Z0\ZEE -~ IRELE - InfLE

« F MITRE ATT&CK Fl5] {EZEB = Revil - CONTIER KN EIFIR
7~ E A A REZ I

o ITSREZSFI/NGEETHEEE—R -

o ITSRELZEDBEABEREE - AESEHEHEE—X

- BEXNZTSRFTMEETE (FFB MITRE ATT&CK * CDM)
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